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Common Gateway Interface

CGI specifies
how the HTTP server interfaces 
with an external program (gateway)

forms of the command line when the server calls the gateway

4 interface components

(a) command line

(b) environment variables

(c) standard input

(d) standard output

these values are transmitted to the gateway

sent to the gateway

sent to the server
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The Output of CGI

CGI uses
standard output 
Content-Type: MIME-type
empty line

MIME standard content types

● text
● image
● audio
● video
● multipart
● application
● message
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HTTP Transactions

1. Connection

2. Query 

3. Processing

4. Response

5. Termination 

A query line has 3 parts:

● a query method

● local path of the requested resource

● an HTTP version number

A response line has 3 parts:

● an HTTP version number

● a status code

● a textual description of the status
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HTML Forms

form.html

<html>
<body>
 <form action="form_handler" method="GET">
   User Name: <input name="user" type="text" />
   <input type="submit" />
 </form>
</body>
</html>

Form Handling
Client side languages: Javascript
Server side languages: PHP, JSP

<html>
<body>

Hello, world!

</body>
</html>

form_handler.cpp

<html>
<body>
<?php
 // This will print whatever the user put 
 $name = $_GET['user'];
 echo "Hello, ". $name ."!";
?>
</body>
</html>

form_handler.php
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HTTP Transactions

1. process command-line arguments

2. obtain form's input data 

3. process the input data 

4. send a response through a standard output

5. terminate 

A CGI script

● in a special directory : cgi-bin

● obtains URL-encoded query data

● access command-line arguments

● access environment variables

● standard output goes to the server

● through standard input 

for the POST method

● through the QUERY_STRING environment var 

for the GET method

1. Connection

2. Query 

3. Processing

4. Response

5. Termination 
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Intermediate Nodes

    Server specific variables:
        SERVER_SOFTWARE: name/version of HTTP server.
        SERVER_NAME: host name of the server, may be dot-decimal IP address.
        GATEWAY_INTERFACE: CGI/version.
    Request specific variables:
        SERVER_PROTOCOL: HTTP/version.
        SERVER_PORT: TCP port (decimal).
        REQUEST_METHOD: name of HTTP method (see above).
        PATH_INFO: path suffix, if appended to URL after program name and a slash.
        PATH_TRANSLATED: corresponding full path as supposed by server, if PATH_INFO 

is present.
        SCRIPT_NAME: relative path to the program, like /cgi-bin/script.cgi.
        QUERY_STRING: the part of URL after ? character. The query string may be 

composed of *name=value pairs separated with ampersands (such as 
var1=val1&var2=val2...) when used to submit form data transferred via GET method 
as defined by HTML application/x-www-form-urlencoded.

        REMOTE_HOST: host name of the client, unset if server did not perform such 
lookup.

        REMOTE_ADDR: IP address of the client (dot-decimal).
        AUTH_TYPE: identification type, if applicable.
        REMOTE_USER used for certain AUTH_TYPEs.
        REMOTE_IDENT: see ident, only if server performed such lookup.
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Intermediate Nodes

    
        CONTENT_TYPE: Internet media type of input data if PUT or POST method are 

used, as provided via HTTP header.
        CONTENT_LENGTH: similarly, size of input data (decimal, in octets) if provided via 

HTTP header.
        Variables passed by user agent (

HTTP_ACCEPT, 
HTTP_ACCEPT_LANGUAGE, 
HTTP_USER_AGENT, 
HTTP_COOKIE and possibly others) 
contain values of corresponding HTTP headers and therefore have the same 
sense.
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P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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Making HTML pages by C++

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html

    
        Html.cpp

Html.hpp

welcomeTime.cpp

welcomeTime.o: Html.h

welcome:  Html.o welcomeTime.o
$(CC) Html.o welcomeTime.o -o welcome

runwelcome: welcome
./welcome
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main()

leader()

trailer()

send()

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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leader() and trailer()

In main()c

Class Html Constructor

P.S. Wang, “Standard C++ with objected-oriented programming”

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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sendFile() and send()

Read “file” and write it into standard output

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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Class Html header file

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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HTML File Output 

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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Decoding URL-encoded Data

    
        Tokenizer.cpp

Tokenizer.hpp
   

testTokenizer.cpp

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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testToken1() & testToken()

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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testDelTokenizer() & main()

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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Class Tokenizer Header 

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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moreToken(), nextToken(), next()

string::npos →  -1, the end of a string

find_first_not_of(str, pos) → search for 
the first character that does not 
match any of the characters 
specified in str beginning at the 
position pos

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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nextAll(), tokenCount()

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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Receiving URL-encoded Form Data

    
        FormData.cpp

FormData.hpp
        Tokenizer.cpp

Tokenizer.hpp

testFormData.cpp

FORMOBJ = FormData.o Tokenizer.o testFormData.o

testForm:  $(FORMOBJ)
$(CC) $(FORMOBJ) -o testForm

runForm: testForm
export REQUEST_METHOD=POST; export CONTENT_LENGTH=94; \

        ./testForm < line

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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Receiving URL-encoded Form Data

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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Receiving URL-encoded Form Data

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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Receiving URL-encoded Form Data

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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Receiving URL-encoded Form Data

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html

file “line”

in makefile
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Receiving URL-encoded Form Data

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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Receiving URL-encoded Form Data

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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Receiving URL-encoded Form Data

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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HTTP Request and Response 

Std In

Std Out

Environment  Var's

Command Line Arg's

CGI Script

URL-encoded query 
Std In

ENV

Environment  Var's

(POST)

(GET)

HTTP REQ

HTTP RSP

Web Browser Web Server

$QUERY_STRING
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HTTP Request and Response 

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html

    
        Html.cpp

Html.hpp

welcomeTime.cpp

SUGGESTOBJ = Html.o FormData.o Tokenizer.o suggest.o

suggest:  $(SUGGESTOBJ)
$(CC) $(SUGGESTOBJ) -o suggest

runsuggest: suggest
export REQUEST_METHOD=POST; export CONTENT_LENGTH=253; \
./suggest < feedback



CGI (1A) 35 Young Won Lim
02/21/2015

Output Results

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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main() 

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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Input and Output Files

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html

file “feedback”

Working directory

Sub-directory feedback_log
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enterLog() & errorReply()

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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sorryReply() & okReply()

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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HTTP Request and Response 

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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HTTP Request and Response 

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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HTTP Request and Response 

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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HTTP Request and Response 

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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HTTP Request and Response 

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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HTTP Request and Response 

P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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HTTP Request and Response 

http://stackoverflow.com/questions/238547/how-do-you-programmatically-download-a-webpage-in-java
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P.S. Wang, “Standard C++ with objected-oriented programming”, http://www.sofpower.com/pub_bk05.html
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